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YnyrerBo je uzpaheHo Ha ocHOBY Onnyke O €IeKTPOHCKOM IMOTHHCHBaBY JOKyMEHara ¢ MojalnuMa
Koje O6anke nocraeibajy Hapoanoj 6anmu Cpouje, ’Cnyx6enu rinacauk PC’’, 6p. 28/2009 (ma ctpanu
77 non pexaum O6pojem 1090), o6jaBireHom Ha nan 24.anpwi 2009.roguHe, U HA OCHOBY YIIYTCTBA O
JONyHH YmyTcTBa O (OpMary M HAMEHHU EJIEKTPOHCKUX IMOpyKa KOjuMa JPYIITBAa 33 OCHUTYpame
noctaBiba)y HBC cratuctuuke m npyre momatke on 16.04.2009.roguHe , 1 Ha OCHOBY YMYTCTBa O
JONMyHH VYIyTcTBa O ToJalMMa Koje KacTtogu OaHke enekTpoHcku goctaBiba)y HBC  on
16.04.2009.roguue, ¥ Ha OCHOBY YMYTCTBA O JOMYHHU YIIYTCTBA O €JIEKTPOHCKOM aoctaBibakby HBC
MECEYHHMX H3BEITaja JpyIITaBa 3a YIOpaBJbakbe JOOPOBOJFHUM TNEH3MJCKUM (OHIOBHMA O]
16.04.2009.rogquue 2009.rogune.
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1 EJEKTPOHCKMU INOTIINC
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Ha ocHoBy Tauke 7. Ognyke o pocraerbawy HapopgHoj 6aHum Cpbuje
CTaTUCTUYKNX W ApYriux nojartaka Apywrtea 3a ocurypare ("Cnyxbenu
rnacHuk PC", 6p. 27/2005), rysepHep HapogHe GaHke Cpbuje goHocu

YNyYTcTBO
O OOMYHU YMYTCTBA O ®OPMATY U HAMEHW ENEKTPOHCKUX
NMOPYKA KOJUMA APYLUTBA 3A OCUI'YPAHE ONOCTABIbAJY
HAPOOHOJ BAHUW CPEUJE CTATUCTUYKE U OPYTE NOOATKE

1. Y ¥YnytctBy 0 chopmaTy U HaMeHM ENeKTPOHCKUX Mopyka Kojuma
ApyliTBa 3a ocurypare goctasrajy HapoaHoj 6aHum Cpbuje ctatuctudke un
apyre nogatke (I'. 6p. 1014 og 29. mapta 2005. roguHe), nocne Tadke 2.
Jodaje ce Tadka 2a, Koja rnacu:

"2a. [pywTBO 3a ocurypare je OyXHO Oa €NeKTPOHCKE MOopyKe 13
Tayke 1. oBOr ynytcTBa MOTNUCYje KBanUUKOBAHUM ereKTPOHCKUM
MOTNUCOM, Yy CKNnajy ca 3aKkoHOM KojuMm ce ypel)yje enekTpoHCKN NOTNKC.

Bnwkun TeXHUYKM YCNOBM U HAYMH eNeKTPOHCKOr NoTnucuBara
nopyka u3 ctasa 1. ose Tauke ypehyjy ce ynytcTtBom koje HapogHa Gaxka
Cpbuje objaBrbyje Ha cBojoj IHTepHET npeseHTaumjn.".

2. OBo ynyTcTBO cTyna Ha cHary 1. jyna 2009. roauHe.
r. 6p. 7267

) /é anpuna 2009. roguHe
bBeorpap
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1.1 YBoa

Enextponcku nornuc 3a XML nokymeHT je nedunucan y npenopynu XML Dsig ( y 1ajbeM TekcTy
npenopyka ) W3 konzoprjyma (http://www.w3.org/)
[Ipenopyka nedunnire XML cuHTaKCy U MpaBuia 3a KpeUpame eICKTPOHCKOT MOTITHCA.
Y okBUpY Hpenopyke cy neuHUCAHH:
® KOjH aNropuTaM 3a KpPEUpame eICKTPOHCKOT MOTIHCA CE KOPUCTH
KOJU aJlITOpUTaM C€ KOPHUCTH 3a u3pauyHaBame hash BpemnocTu ili massage digest-a
KOJU aJITOPUTaM CE€ KOPHUCTH 3a TpaHCHOpMaIH]y TOKYMEHTa y KAHOHHYKH OOJIHK
CTPYKTYypa €JEKTPOHCKOT MOTIHCA
BPCTE €JIEKTPOHCKOT MOTIHCA
00aBe3HU U OMIIMOHU €JIEMEHTH CTPYKTYpE eeKTPOHCKOT MOTIIUCA

JetaspHa crienndukanmja ereKTpoHCKOT notmuca 328 XML 1okyMeHTe MOKe ce MOTJIeIaTh Ha apecHu
http://www.w3.org/TR/xmldsig-core/
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1.2 Onmra cTpykrypa
Onuitu u3rien oBe CTpyKType ca CBUM 00aBE3HUM U ONMIIMOHUM €JIEMEHTHMA je MPUKa3aH UCIIO/:

<Signature>
<SignedInfo>
<SignatureMethod />
<CanonicalizationMethod />
<Reference>
<Transforms>
<DigestMethod>
<DigestValue>
</Reference>
<Reference /> etc.
</SignedInfo>
<SignatureValue />
<Keylnfo />
<Object />
</Signature>

[Ipenopyka XML Dsig no3BosbaBa yrnoTpeOy y Tpu BPCTE €IEKTPOHCKOT MOTIHCA!

. Enveloping signature
o Enveloped signature
o Detached signature

On oBe Tpu Bpcte kopuctu ce Enveloped signature.
YnorpeboM oBe BpCTe MoTnHca 00e30eamIn cMo Ja CTpykTypa nmocrojehux XML gokymeHaTa
KOjH TIOCTOj€ Y I0CaIalllk0j pasMenu nonataka usmely Hapoane 6anke CpoOuje 1 mocioBHUX cy0jekara

ocraHe HenpoMeweHa. CTpyKTypa eJIeKTPOHCKOT MOTIHCca Ce JI0/jaje Ha Kpajy JOKYMEHTa U caJip)KaHa je
y camoMm XML nokyMmeHTy.
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1.3 Crpykrypa ejeKTpoHcKor nornuca (Enveloped signature)

Crpykrypa enekTpoHckor nornuca XML goKyMeHTa y eNeKTpOHCKO] pa3MEHH TOJaTaka je MpuKa3aH
UCTIOJ;

<Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<SignedInfo>
<CanonicalizationMethod Algorithm="http://www.w3.o0rg/TR/2001/REC-
xml-c14n-20010315" />
<SignatureMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal" />
<Reference URI="">
<Transforms>
<Transform
Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature" />
</Transforms>
<DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal" />

<DigestValue>ClhQZ8H01lhlchKd22zQas6eCW9Y¥=</DigestValue>
</Reference>
</SignedInfo>

<SignatureValue>IaF1lDy770iJJa0VOOxCamp4g8YRd4x2Ei...</SignatureValue>
<KeyInfo>
<X509Data>
<X509Certificate>MIIGl1jCCBb6gAwWIBAgIESK....</X509Certificate>
</X509Data>
</KeyInfo>
</Signature>
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1.4 VYcaosu Basmanoctu XML 1okymMeHTa ca eJIEKTPOHCKUM MOTIIHCOM

EnextpoHCcKH cepTu(UKaT MOTIHCHUKA MOpa OUTH KBaJM(PHUKOBAHU CepTU(UKAT H3IAT O
peructpoBasor ceprudukamnuonor tena (CA) y Cpouju.

Cy0jekar y eleKTpOHCKOj pasmeHH mojataka y XML ¢dopmary Mopa JOCTaBUTH CIHCAK
CepujcKuX OpojeBa eNeKTPOHCKUX cepTUdHKaTa uuju he mpuBaTHU KpUNTOrpad)CKu KIbYydeBH OUTH
ynotpe6spuBaHM 3a moTnrcuBambe XML nokymenara koju ce massy Hapoanoj 6annu CpOuje

Cmmcak cepujckux OpojeBa ceprudukaTta he ce mocTaBibaTh IMyTeM MoceOHO Kpeupanor XML
JIOKYMEHTA.

Enextponckun mnornucan XML IOKyMEHT ca CTaHOBHUINITA EJIEKTPOHCKOr mormuca he OutH
HOTIYHO BaJMJIaH U IPUXBaheH YKOJIMKO Cy HCIyHEHH ciieiehy yCIoBU:

e XML 1oKyMeHT je CHHTaKCHO BaJIMJIaH M UCIIPaBaH

e XML nOKyMEHT je eNEeKTPOHCKM TMOTIHCAH M CaApKd npunanajyhum xBanudukoBaHH
enexTpoHcku ceptudukar (y okBupy X309Certificate enemenara)

e cepujcku 0poj ceptudukara je mpujaBjbeH ko HBC kao Bamuman 3a xopumheme y pa3MeHd
noJjlaTaka

e cuHTakca XML eneKkTpoHCKOT MOTIHCA j€ KperpaHa MpeMa JaToj crienupuKamju

® CJIEKTPOHCKU MOTITUC j€ BaJluJaH

® CJICKTPOHCKU cepTU(UKAT je BamHaaH (OBO YKJbydyje IPOBEpPY MOBYUYECHOCTH cepTHdUKaTa
BPEMEHCKE BAIMIHOCTH, TMpOBepa CEepTU(UKALMOHOT JIaHLA, TPOBEpPY H3JaBaola
cepruduKkata)
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1.5 Amaukanuja 3a u3paay KBaJIu(pMKOBAHOT €JEKTPOHCKOT NMOTHHCA

Aruikanyja 3a u3pagy KBalIM(UKOBAHOT €JIEKTPOHCKOT moTmuca Tpeba Jga omoryhu kpeupame
KBATM(UKOBAHOT €JIEKTPOHCKOT MOTIHCA CaMO KOPUCHUKY KOjH TIOCeTyje KBAIM(PUKOBAHU €IIEKTPOHCKH
ceprudukar. OBO yKJbydyje MpPOBEPY camor cepTH(dHKaTra NOTIUCHUKA Yy CBPXY yTBphuBama Ja Ju je
cepruduKaT KBaTM(OUKOBAH cepTUUKAT U3AAT OJf pEeTUCTPOBAHOT cepTrdHUKAIMOHOT Tena y Cpouju.
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1.6 IIpumep nmormucanor XML goxkymenta DR310109 01 99999999.xml

<?xml version="1.0" encoding="WINDOWS-1250"?>
<ZaSlanje>
<Dokument>
<DatumStanja>31.01.2009</DatumStanja>
<Obrazac>DR</Obrazac>
<MaticniBroj>99999999</MaticniBroj>
<RedniBroj>1</RedniBroj>
<PodatkeObradio>Petar Petrovic</PodatkeObradio>
<Kontakt>011 1234567,email:petar.petrovic@nbs.yu</Kontakt>
<SlogDR>
<SifraPodatka>1.1.</SifraPodatka>
<Iznos1>1288</Iznos1>
<Iznos2>1389</Iznos2>
<Iznos3>1588</I1znos3>
<Iznos4>1689</Iznos4>
<Iznos5>1788</I1znos5>
<Iznos6>1889</Iznos6>
<Iznos7>1988</I1znos7>
<Iznos8>1089</Iznos8>
<Iznos9>1089</1znos9>
<Iznos10>1089</Iznos10>
</SlogDR>
</Dokument>
<Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<SignedInfo>
<CanonicalizationMethod Algorithm="http://www.w3.0rg/TR/2001/REC-xml-c14n-20010315" />

<SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal" />
<Reference URI="""">

<Transforms>

<Transform Algorithm=""http://www.w3.0rg/2000/09/xmldsig#enveloped-signature' />
</Transforms>
<DigestMethod Algorithm=""http://www.w3.0rg/2000/09/xmldsig#shal" />

<DigestValue>bOnJtjT8ttu+OLJQq1MSLTcfzN4=</DigestValue>
</Reference>

</SignedInfo>
<SignatureValue>I4CUqGULFhXSwSFN...</SignatureValue>
<KeylInfo>
<X509Data>
<X509Certificate>MIIG1jCCBb6j...X509Certificate>

</X509Data>
</KeyInfo>

</Signature>

</ZaSlanje>
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1.7

Cnenuduxanuja

CanonicalizationMethod — Canonical XML - nerasbHa crienudukaimja airopuTMa ce MOxe
Hahu Ha aapecu http://www.w3.0rg/TR/2001/REC-xml-c14n-20010315

SignatureMethod — acumeTprunm anroputam 3a Kpeupame nornuca RSA-SHA1

Reference — nomro ce mornucyje untaB XML nokymenT, pedepenna je mpazna - URI=
null URI)

Transform enemenTte onucyje anroputam Tpanchopmaliije
http://www.w3.0rg/2000/09/xmldsig#enveloped-signature

DigestMethod — anroputam 3a pauyHame hash-a SHAT -
http://www.w3.0rg/2000/09/xmldsig#shal

DigestValue — enemenat caap:xu nzpauyHnaty hash BpeaHocr, npukasyje ce y base64 ¢popmary

SignatureValue — BpeiHOCT eNleKTpOHCKOT noTnuca y base64 hopmaty

X509Certificate y okBupy KeyInfo ctpykrype cagpxu 06jekar eneKTpoOHCKOT cepTudukara
(X509 V3) y base64 opmaty

nn

(T38B.
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CR - IlpujaB/buBame NOTNHCHUKA JIEKTPOHCKHX M3BemTaja kog HEC

Jla Ou cy0Ojekar y eJeKTPOHCKO] pa3MEHHU IojaTaka MOrao Ja Iajbe IMOJaTKe, eIEKTPOHCKH
cepTudUKAT MOTNHUCHUKA Mopa 6utu npujaBibeH koa HBC. CepTudukatu Koju MOTy J1a ce KOpUCTe
y oBe cBpxe Mopajy Outu kBaimdukoBanu u npujaBbeHn kojaq HBC. HBC we mpaBu pasnuxy
n3Mel)y JTUYHUX W KOPHOpaTUBHHX (cepTU(dUKAT KOjU je HM3AaT Ha WME 3allOCJICHOT Yy HEKO]
UHCTUTYIIUjU) cepTUDHUKATA.

Crpyktypa obpacia CR koju ciyxu 3a npujaBibuBame ceptuduxara kox HBC je mpukasan
ucriog. OBaj oOpazam mMopa jga Oyjae €JIeKTPOHCKH TOTIHCAH MPUBATHHM KJbYYeM BE3aHHM 3a

cepTU(UKAT KOjU je HHUIM]jaTHO npujaBbeH ko HBC.

KacHuje ce MOry KOpUCTUTH CBH cepTU(UKATH KOju cy peructpoBanu kog HBC.
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HA3UB TATA | CAJIPXKAJ | TUII | HATIOMEHA
<Dokument>
<DatumVazenja> Jlatrym 3a koju  jgocraBibate | Date JlaTym Baxkewa
nojgatke, cmarpa ce 3a garym | DD.MM.YYYY | oaromapa matymy y
BaK€Wha  I10/1aTaka,  OAHOCHO Ha3uBYy (ajna
IpOMEHE MoJaTaKa
<Obrazac> Mudpa nogatka Text Hcra xao y Ha3uBy
CC nojaTKa, TyKUHE 2
<MaticniBroj> Maruynu 6poj 6anke, qpymTBa 3a | Number Hywmepuuka BpenHocT
OocUTypame , IpyIITBa 3a 8N IyKuHE 8
yIpaBJbambe MEH3U)CKUM
dbongOoBNMA
<RedniBroj> Pennu Opoj cmama momatka 3a | Integer Penuu 6poj Mmopa 6utu
3a/1aTH JIaTyM CTamba NN WCTH Kao y Ha3uBY dajia
<PodatkeObradio> | Mime u mpe3ume ocobe koja je Text Tekct mogaTak qy>KuHE
nojaTke obpaania 240C 240
<OdgovornoLice> Nwme u npesume oaroopHor jmma | Text TekcT nmogaTak 1yKuHe
240C 240
<Kontakt> Tenedon, dpakc, nam u-mejin Text Tekct mogaTak qy>KuHE
azpeca OArOBOPHOT JIMLIA 240C 240

CBU eI€MEHTH 3arjaB

Jba Cy 00aBE3HH U CTaHAAP/IHU CY 3 CBE MOPYKE

SlogCR

<SerijskiBroj> Cepujcku 6poj eeKTPOHCKOT Text Andanymepuuku
cepduTHKaTa KOjU CE MPHjaBIbYje MoJIaTaK
kon HBC xao moTnucHuK O06aBe3HO MOMYHEHO
eslekTpoHCKor u3BemTaja 3a HBC

<Izdavalac> W3znaBanar ceprugukara, Number Hymepunuku nonarak
ceptudUKaIMOHO Teo Koje n3aaje | N O06aBe3HO MOMYHEHO
KBaJTM(PUKOBAHU CEPTH(PUKAT MO
esugennnju y HBC;

<Status> Cratyc ceprudukara Number Hymepunuku nonarak
l-akTuBanuja (mpujaBibuBame y | N O06aBe3HO MOMYHEHO
0a3u mojaTaxa)
0- neaxTuBaiuja cepTuduKaTa
Ako ce gocraBjba MpBU YT,
ynucyje ce y peructap y HBC, ako
Beh OCTOjM Mema ce caMo CTaTyC

<Signature> Cunrakca ~ XML enexkTpoHcKOr Jlururajan moTHHC MOpa

MmoTHMCa Mopa OWTH  KpeupaHa
npeMa J1aToj creunuKanuju

onTH BaJIWIaH

0O06aBe3HO MONYHEHO

Hunamuka nocraBibama - IHEBHA 1o Hactaium npomeHama
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2.1 Tpumep XML ¢opmara CR310109 01_99999999.xml

<?xml version="1.0" encoding="WINDOWS-1250" ?>
<ZaSlanje>
<Dokument>
<DatumVazenja>31.01.2009</DatumVazenja>
<Obrazac>CR</Obrazac>
<MaticniBroj>99999999 </MaticniBroj>
<RedniBroj>01</RedniBroj>
<PodatkeObradio>Petar Petrovic</PodatkeObradio>
<0OdgovornolLice>Petar Petrovic</OdgovornoLice>
<Kontakt>011 44444444 </Kontakt>
<SlogCR>
<SerijskiBroj>48AAAE98</SerijskiBroj>
<Izdavalac>1</Izdavalac >
<Status>1</Status>
</SlogCR>
<SlogCR>
<SerijskiBroj>52BFGE98</SerijskiBroj>
<Izdavalac>1</Izdavalac>
<Status>0</Status>
</SlogCR>
<SlogCR>
<SerijskiBroj>52ABC98</SerijskiBroj>
<Izdavalac >1</Izdavalac>
<Status>0</Status>
</SlogCR>
</Dokument>

<Signature xmins="http://www.w3.0rg/2000/09/xmldsig#" >

<SignedInfo>

<CanonicalizationMethod Algorithm="http://www.w3.0rg/TR/2001/REC-xml-c14n-

20010315" />

<SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal" />

<Reference URI="">
<Transforms>

<Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature" />

</Transforms>

<DigestMethod Algorithm="http:/ /www.w3.0rg/2000/09/xmldsig#shal" />
<DigestValue>uZyYODqrbmjhp00I93020hkGBylI=</DigestValue>

</Reference>
</SignedInfo>

<SignatureValue>rQzlJQIlUga6jvaSHQytwRG8b...</SignatureValue>

<KeylInfo>
<X509Data>

<X509Certificate>MIIHGDCCBgCgAwIBAgIESPyh8zA...</X509Certificate>

</X509Data>
</KeyInfo>
</Signature>
</ZaSlanje>
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2.2

Cnucak u3iaaBajgana

N3 nmaBanan Hazus CA Hasus npaBHoT Jvia

1 Posta CA 1 Javno preduzece "Posta Srbije"

2 - -

3 PKS CA Classl - Kvalifikovani

sertifikati Privredna komora Srbije

4 Halcom BG CA PL Halcom a.d. Beograd RS

5 MUPCA Gradjani Sertifikaciono telo MUP Republike
Srbije

6 ESSIQCAI E-Smart Systems d.o.o

7 Halcom BG CA PL 3 Halcom a.d. Beograd RS

8 Halcom BG CA PL e-signature Halcom a.d. Beograd RS

9 Halcom BG CA FL e-signature Halcom a.d. Beograd RS

10 Posta Srbije CA 1 Javno preduzece "Posta Srbije"

11 PKS CA Classl Privredna komora Srbije

12 MUPCA Gradjani 3 Sertifikaciono telo MUP Republike
Srbije

13 MUP Gradjani CA 4 Sertifikaciono telo MUP Republike

Srbije
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2.3

800
801
802
803

804
805
806
808
809
810
811

*

noByudeHux ceprudukara (CRL) u3 paznuuutux pasnora (JucTa je BpEeMEHCKH HEeBAIMIHA, UT/L.)

kK

*#% HBC he uHTepHO MMaTH MH(POPMAIH]y O 3BAHUYHO PETUCTPOBAHUM CEPTUPHUKAIIMOHUM TEIUMA

Iopyke o rpemkama Koje ce ofHOCe HA BepuPUKANHUjy eJIEKTPOHCKOT MOTHHCA U
ceprudukara

I'pemika yTBphena napcupameM- KOHTAKTUPAjTe BalleT IporpaMepa

EnekTpoHCKHM MOTNHC HUje BaJHUIaH

XML 10KyMEHT HE Calip>KU €JIEKTPOHCKH MOTIIHC

XML nokyMmeHTe caip>Ku BHILE O] jeTHOT €JIeKTPOHCKOT MOTIHCA

Craryc ceprudukara HermosHaT (pobieM y MpoBepH cepTudukara ) — KOHTAKTUPA)TE
HBC *

Jurutanau cepTudUKaT je TOByUYeH

JlurutanHu cepTuuUKaT je BpeMEHCKH HEeBaJIHMIaH

Kpunrorpadcka rpemka y mpoBepr IUTHTAIHOT cepTudHKaTa - KonTaktupajre HBC ™
U3 paBanan auruTanHor cepTudukaTa Huje peructposanu LA y P. Cpouju =

Huje nponahen qurutanau cepTuukaT y CKIONY AUTUTATHOT TOTIHCA

Jurutanau ceprudukat Huje peructpoBad kog HBC

JieniaBa ce y ciaydajy KaJl aluTiKaipja He MOKe Jia TIPOBEPH CTaTycC cepTu(duKara y JUCTH

rpelka Koja MHUITM]aJTHO HUje IeTaJbHO oOpaleHa

y Cpbuju

['penke Koje HUCY MHUIIM]AJTHO JAeTajbHO 0OpaheHe Ouhe HaKHATHO OMUCAHE y MOCTYNKY TECTHPamha U
MPOAYKIIMOHOT OKPYKEHha YKOJIHUKO Oy/Ie T0Ia3HUII0 10 TAKBUX Ipeliaka. Y HHTEPHOM TECTHPalky HUCMO
Ow y MOTYhHOCTH J1a MICTTUTaMO cBa Moryha crieHapuja Koja O TOBOAMIIA IO CBUX MOTyhux Tperiaka.

VYxonuko Oyne Ouino notpede nmopyke o rpemikama he OuTu HaKHAIHO JIOMYH-EHE.
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3 Texuuuka noapmka

Nudopmanuona TexHoaoruja

Hapunka Jankosuh 333-7605, darinka.jankovic@nbs.rs

Bopuc XKynuh 333-7606, boris.zunic@nbs.rs
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